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AUTHO, INC.
IDENTITY MANAGEMENT PLATFORM SUBSCRIPTION AGREEMENT

This Subscription Agreement (this “Agreement”) contains the terms under which AuthO agrees to grant Customer
access to and use of AuthQ’s online identity management platform and, if applicable, certain professional services.
By indicating Customer’s acceptance of this Agreement, by executing a Sales Order that references this Agreement,
or by using AuthQ’s services or software, Customer agrees to be bound by this Agreement. If you are entering into
this Agreement on behalf of an entity, such as the company you work for, then you represent to Auth0 that you have
the legal authority to bind the Customer to this Agreement. If you do not have that authority or if Customer does
not agree with the terms of this Agreement, then you may not indicate acceptance of this Agreement, and neither
you nor Customer may use or access any of AuthQ’s service offerings or other services. The “Effective Date” of this
Agreement is the date on which you first indicate your assent to the terms of this Agreement.

Background

AuthO provides user authentication and user authorization solutions, by providing its customers with access to
Auth0’s on-line software platform and tools and, if applicable, provides related professional services. Customer
wishes to acquire a subscription-based license to access and use the software platform and tools and, if applicable,
to purchase professional services, all as specified in one or more “Sales Orders” under and subject to this Agreement.
Therefore, for good and valuable consideration, the receipt and sufficiency of which they each acknowledge, AuthO
and Customer agree to be bound by this Agreement.

Terms and Conditions

1. Definitions and Construction

1.1. Definitions. For the purposes of this Agreement, the following initially capitalized words are-aseribedhave
the following meanings:

“Acceptable Use Policy” means the AuthO policy described in Section 12.

“Administrative User” means any individual who is an employee or independent contractor of Customer, its
Affiliates, or its or their Customer Service Providers, and who is authorized by Customer to use the
administrative features and functions of the AuthO Platform to administer access to and use of Customer
Applications.

“Affiliate” means any person, partnership, joint venture, corporation or other form of venture or enterprise,
domestic or foreign, including subsidiaries, which directly or indirectly Control, are Controlled by, or are under
common Control with a party. “Control” means the possession, directly or indirectly, of the power to direct or
cause the direction of the management and operating policies of the entity in respect of which the
determination is being made, through the ownership of more than fifty percent (50%) of its voting or equity
securities, contract, voting trust or otherwise.

“Auth0 Platform” means the computer software applications, tools, application programming interfaces (APIs),
connectors, programs, networks and equipment that AuthO uses to make the Subscription Services available to
its customers.

“Channel Partner” means an entity that AuthO has authorized as a “reseller” of Auth0Q’s Services.

“Channel Partner Sale Agreement” means the order, agreement or other document between Customer and a
Channel Partner for Customer’s purchase of Services. Terms that apply to Customer’s use of the Services when
purchased from a Channel Partner are specified in Section 13.

“Confidential Information” has the meaning ascribed to it in Section 6.1.
“Customer” means the entity identified as such in the applicable Sales Order.

“Customer Application” means an application or web-based service developed or used by Customer or its
Affiliates (including its APIs), and which utilizes the AuthO Platform to identify or authenticate users. Customer
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Applications are provided by Customer or its Affiliates, and not by AuthQ; “Customer Application” does not
include the AuthO Platform.

“Customer Data” means any data that Customer or its Users input into the AuthO Platform for
proeessingProcessing as part of the Services, including any Personal Data forming part of such data.
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“Customer Service Provider” means a third party, to the extent the third party is providing services to Customer.
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“Documentation” means the software user and administrator manuals published by AuthO at
https://www.auth0.com/docs, regarding use of the AuthO Platform, including additional, updated or revised

documentation, if any.

“End User” means;subject-to-the-Entitlements; any individual who has been authorized by Customer to use the
end user features and functionality of the AuthO Platform as part of its obtaining access to and use of Customer
Applications.

“Entitlements” means the license metrics and other scope limitations applicable to Customer’s license rights to
access and use the Subscription Services, as specified in the applicable Sales Order.

“Free Trial” means use of the Subscription Services for trial purposes pursuant to a Sales Order that specifies
that Customer’s use is for a Free Trial.

“Identity Provider” or “IdP” means a compatible third party online service or website that authenticates users
on the Internet by means of publicly available API’s, such as Google, LinkedIln or Facebook. Customer may
configure the AuthO Platform to enable certain IdPs, so that Users can use their IdP authentication credentials
to authenticate into Customer Applications via the AuthO Platform.

“Intellectual Property Rights” means all trade secrets, patents and patent applications, trademarks (whether
registered or unregistered and including any goodwill acquired in such trade-markstrademarks), service marks,
trade names, copyrights, moral rights, database rights, design rights, rights in know-how, rights in Confidential
Information, rights in inventions (whether patentable or not) and all other intellectual property and proprietary
rights (whether registered or unregistered, any application for the foregoing, and all rights to enforce the
foregoing), and all other equivalent or similar rights which may subsist anywhere in the world.
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“Personal Data” means any information relating to an identified or identifiable natural person.

“Private SaaS” means a version of the AuthO Platform deployed as a private instance for Customery;either{aHn
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SaaS—On-Premise”}.. The version of the AuthO Platform deployed as a Private SaaS is referred to as a “PSaaS
Appliance.” Customer will be using a Private SaaS version only if so specified in the applicable Sales Order.

“Process” or “Processing” means any operation or set of operations which is performed on Customer Data or
on sets of Customer Data, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignhment or combination, restriction, erasure or destruction.
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“Professional Services” means the professional services (typically consulting and eenfigurationadvice
concerning Customer systems architecture) to be performed by AuthO that are specified in the applicable Sales
Order. Professional Services are not required for use of the Subscription Services. Terms governing Professional
Services are specified in the ‘Additional Terms of Service — Professional Services Terms’ referenced in
Section- 12.

“Renewal Term” has the meaning ascribed to it in Section 8.

“Sales Order” means any mutually agreed, written sales order, executed on behalf of AuthO and Customer (or,
in the case of a sale of Services under a Channel Partner Agreement, executed on behalf of AuthO and the
Channel Partner), including its exhibits and addenda, describing the Subscription Services, Support Program,
Professional Services (if appllcable) fees, and any special terms for using the Services that Customer has

Agreement as descrlbed in Section 1.2.

“Services” means the Subscription Services and the Professional Services.

“Subscription Services” means the AuthO Platform service offerings to which Customer subscribes, together
with the applicable Support Program, each as specified in the applicable Sales Order, and the Documentation.

“Subscription Start Date” means, with respect to each Sales Order, {a}-the later to occur of the “Subscription
Start Date” specified in the SaleSales Order, or the date on which the last of AuthO and Customer (or, if
appllcable a Channel Partner) executes the Sales Order—ep(-b)—m—the—ease—ef—an—eiﬂme—eheekeut—ﬁe#n—the—date
ystem. For Renewal Terms, the Subscription
Start Date W||I be the day immediately following the date on which the preceding term expired, unless otherwise
specified in the Sales Order.

“Subscription Term” has the meaning ascribed to it in Section 8.

“Supplemental Materials” means seftware—develepmentkits—sample code; and sample programs made
available-ersupperted by AuthO or by third parties for use with the Auth0 Platform. Supplemental Materials are
not required for use of the Subscription Services, and may be accessed and used by Customer in its sole
discretion.

“Support Program” means the AuthO support and maintenance services program specified in the applicable
Sales Order. Terms governing the Support Program are specified in the ‘Additional Terms of Service — Support
Program’ referenced in Section 12.

“Tenant” means a logical isolation unit, or dedicated share of a particular AuthO Platform instance; the
dedicated share may be configured to reflect the needs of the specific Customer business unit using the share.

“User” means any Administrative User or End User.

The following words will be interpreted as designated: (i) “or” connotes any combination of all or any of the items
listed; (ii) where “including” is used to refer to an example or begins a list of items, such example or items will not
be exclusive; (iii) “specified” requires that an express statement is contained in the relevant document; are-(iv) “will”
is, unless the context requires otherwise, an expression of command, not merely an expression of future intent or
expectation;_and (v) “may” is, unless the context requires otherwise, an expression of permission, but not an
obligation.

1.2. Construction. This Agreement applyapplies to the provision of all Services. The parties will enter into one
or more Sales Orders that contain additional terms and conditions applicable to the provision of certain Services.
Upon execution by the parties, each Sales Order will be incorporated into this Agreement.

2. Provision and Use of Services; Operational Issues

2.1. Provision of Subscription Services. During the Subscription Term, Customer may access and use the AuthO
Platform in accordance with this Agreement. AuthO will make the AuthO Platform available to Customer, and provide
the Support Program. Auth0’s service levels with respect to the Auth0 Platform and Support Program are specified
in the ‘Additional Terms of Service — Service Levels’ document referenced in Section 12. (AuthQ’s service levels do
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not apply to any Free Trial.) AuthO makes Supplemental Materials available on or via the auth0.com website or from
within the AuthO Platform.

2.2, Customer’s Account. Customer will designate one or more of its employees to be the point of contact with
AuthO for the management and support of the Subscription Services, and who will be responsible for establishing
and managing Customer’s use of the Subscription Services (“Account”), including the creation of authentication
credentials to access Customer’s Account. Customer is solely responsible for maintaining the status of its User base.
Customer will safeguard all Administrative User authentication credentials in its possession or under its control.
Customer is responsible for all activities that occur under the Account.

2.3. Customer’s General Responsibilities. Customer and its Users are solely responsible for obtaining and
maintaining their Internet access to the Subscription Services. Customer is solely responsible for the accuracy, quality
and integrity of the Customer Data that Customer or its Users input into the AuthO Platform. Customer must comply,
and will ensure that its Administrative Users comply, with the Acceptable Use Policy referenced in Section 12 below.
Customer is responsible for acts and omissions of its Administrative Users relating to this Agreement as though they
were Customer’s own.

2.4. Customer Application. Customer is solely responsible for the development, implementation, operation,
support, maintenance and security of each Customer Application.

25— Aecess—Rights:ldentity  Provider Services. The AuthO Platform includes eennectors

desigredfunctionality that enables Customer, at Customer’s option, to erable-intereperation-between-connect with

certain IdP services or sites, via public facing APIs provided and controlled by the IdP. Any authentication information

transmitted to or accessed by the AuthO Platform and—@ustemer—ﬁmd—Paﬁy—Appheatrens—eustemeFaekneMed-ges

Gusteme#FWd—Pa%t—y—A-ppHeatiens—from
aeeeants—en—the—@usteme%d—Paﬁy—Appheaﬂens—Han IdP is Gustemer—s—sele—respensrbﬂﬁy—te—ebtmn—sueh—ﬂght-s

t—he—SubseFmtm—Seﬂﬁees—e*eeptunder this Agreement and to the extent t-hat—sueh—d-nselesu%e—med#reatren—e#

253 CheangesHaCustomerThird Party-Applicationpreviderwithin Auth0’s possession or under AuthQ’s
control, is subject to the data protection provisions of Section 7. If an IdP modifies a—Custemer—Fhird—Rarty

Applicationits APIs or equivalents so that #they no longer intereperatesinteroperate with the AuthO Platform, or
imposes requirements on interoperability that AuthO-determines-are unreasonable for Auth0, and if after applying
reasonable efforts AuthO is unable to overcome such modlflcatlons or requirements then upon suehreasonable
notice to Customer-a }
Auth0 may cease or suspend its provision of interoperability between the AuthO Platform and the affected Susitarae:
FRireeE A tieatiens

2.5. Acguisition-and-Operation:|dP services or sites, without liability to Customer. Except for AuthQ’s obligations
to protect authentication credentials obtained by the AuthO Platform from an IdP, AuthO has no responsibility for
the acquisition, development, implementation, operation, support, maintenance or security of any CustemerFhire

Party-Applications|dP.

2.6. Customer Load Testing or Penetration Testing. Customer may conduct load testing or penetration testing
on Customer infrastructure that interoperates with the AuthO Platform as Customer determines necessary or
advisable. To the extent any such testing affects or may reasonably be expected to affect the AuthO Platform,
Customer must comply with applicable testing policies located at authO.com/docs/policies. Customer may not
conduct any penetration testing or load testing on the Auth0 Platform without AuthQ’s prior written consent in each
instance, and then only subject to such conditions as AuthO reasonably requires. AuthO may terminate any testing
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of the AuthO Platform at any time, as AuthO determines necessary or advisable to protect the AuthO Platform’s
operation or integrity.

2.7. Backup and Restore. AuthO will perform backups of Customer Data stored on the AuthO Platform every six
hours. AuthO will assist Customer in recovering and restoring Customer Data to the AuthO Platform as specified in
AuthQ’s then-current reeeveryrestoration policies (published at auth0.com/docs/policiesy-AuthS—+may-eharge—for
reeoveryand). If Customer requires restoration services thatarereguiredmore than twice in any three month period,
and other than as a result of an AuthO Platform non-conformance, then AuthO may charge for recovery and
restoration services at AuthQ’s then-current applicable rates, or such other rates as may be agreed in writing with

Customer. Recovery and restoration services are not available for Free Trial Customers.

2:9:2.8. Technology Improvement. AuthO may modify the Subscription Services and AuthO Supplemental
Materials as it determines necessary to reflect te-changes in technology and information security practices. AuthO
will notify Customer in advance of any material modifications. If AuthO proposes to introduce any “Breaking Change”
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(defined below) into the AuthO Platform, then AuthO will provide Customer at least six months’ notice prior to
AuthQ's implementation of the Breaking Change, except in cases of emergency, such as critical vulnerability
remediation, in which case AuthO will provide as much prior notice as is reasonable in the circumstances. If a
modification made by AuthO materially reduces the features or functionality of the Subscription Services then, unless
AuthO has provided a substantially equivalent replacement, or made the modification (i) to remain compliant with
applicable law, (i) to comply with changes—AuthO—may—require—Customerto—utilize-AuthO-er in its third party
certification standards (such as ISO 27001 and ISO 27018), or (iii) to address a security vulnerability, Customer may,
at any time within the 30 day period following AuthQ's implementation of the modification, terminate any affected
Sales Order by delivery of written notice to AuthO to that effect. Within 30 days of such termination, AuthO will
refund to Customer a pro-rata amount of any affected Subscription Services fees prepaid to AuthO and applicable to
the unutilized portion of the Subscription Term for terminated Subscription Services, and any affected unutilized
Professional Services fees prepaid to AuthO. Upon any modification to the Subscription Services or Supplemental
Materials, AuthO may require Customer to utilize updates to AuthO software, or updates to third party software
utilized by Customer in order to continue using some or all of the Subscription Services: (but at no additional charge
with respect to any AuthO updates or third party updates that are provided by Auth0). A “Breaking Change” means
a change to the AuthO Platform that, to Auth0’s knowledge, will cause failures in the interoperation of the AuthO
Platform and Customer Applications.

3. License Grants and Proprietary Rights

3.1. License by AuthOQ. Subject to the terms and conditions of this Agreement, AuthO hereby grants to Customer
a non-exclusive, non-transferable (except in accordance with Section 14.13 — Assignment), Hmited,-royalty-free,
worldwide license, without right to sub-license, for the Subscription Term, to (a) access and use, and to permit its
Users to access and use, the AuthO Platform, in accordance with the Documentation, subject to the Entitlements,
and (b) reproduce, modify, and distribute and display the Documentation, in each case solely for Customer’s

operations in its ordinary course of business,and-subjectto-the Entitlements. AuthO reserves all other rights not
expressly granted in this Agreement.

3.2. License by Customer. Customer hereby grants to AuthO a non-exclusive, non-transferable (except in
accordance with Section 14.13 — Assignment), limited;-royalty-free license, without right to sub-license (except to its
sub-processors, as required for the provision of the Subscription Services), to use the Customer MaterialsData, solely
as necessary to perform the Services and as otherwise may be agreed in writing by Customer. Customer reserves all
other rights not expressly granted in this Agreement.

3.3. Ownership of Intellectual Property Rights.

3.3.1. Ownership and Use of Customer MeateriedsData. Customer retains all of its rights, title and interest
and Intellectual Property Rights in and to the Customer Materials—{ineluding—Custemer—Data} and Customer
Confidential Information. No ownership interest in the Customer MaterialsData or Customer Confidential
Information is transferred or conveyed to AuthO by virtue of this Agreement. Auth0 will use Customer MaterialsData
and Customer Confidential Information only for purposes of providing the Services, unless otherwise authorized in
writing by Customer.

3.3.2.  AuthO’s Intellectual Property and Ownership Rights. As between Customer and Auth0O, AuthO and
AuthOQ’s licensors retain and own all right, title and interest and all Intellectual Property Rights in and to the
Subscription Services, AuthQ’s Confidential Information, and Auth0’s Supplemental Materials, and all enhancements
or improvements to, or derivative works of any of the foregoing created or developed by or on behalf of AuthO
(collectively, “AuthO Intellectual Property”). Nothing in this Agreement transfers or conveys to Customer any
ownership interest in or to the AuthO Intellectual Property.

3.4. Restrictions. Customer will not: (i) except to the extent, if any, permitted by applicable law or required by
AuthOQ’s licensors, reverse assemble, reverse engineer, decompile or otherwise attempt to derive source code from
any of the AuthO Platform (||) reproduce modlfy, or prepare derivative works of any—ef—the AuthO Platform; or
Doeuraeniatien(iii g
Users:—er{iv) share, rent or lease the Subscrlptlon Serwces or use the Subscription Services to operate any
timesharing, service bureau or similar business or to provide the AuthO Platform as a standalone offering.
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4. Compensation

4.1. Subscription Plans. Customer’s subscription plan for the Subscription Services is specified in the applicable
Sales Order. Customer may not reduce Customer’s commitment under the subscription plan specified in the Sales
Order during the Subscription Term. Customer is not entitled to any refund of fees paid or relief from fees due if the
volume of Subscription Services Customer actually uses is less than the volume Customer ordered, and Customer
may not carry over any of the unused volume to Customer’s next Subscription Term.

4.2. Payment of Services Fees. Customer will pay AuthO the fees for the Services as specified in the applicable
Sales Order. Exceptas-otherwise-specified-in-the-Sales—Order—Auth0 invoices in advance for use of the Services.
Unless specified otherwise in the applicable Sales Order, Customer will make all payments within thirty (30) days of
receipt of AuthQ’s invoice. Unless otherwise specified in the applicable Sales Order, all Fees are stated and payable
in US dollars.-Netwithstandin Y i i i i
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4-4:4.3. Sales Taxes, Etc. Customer will be responsible for any applicable sales, value-added, use and similar

taxes, together with all customs and import duties, and similar levies and impositions (“Taxes”) payable with respect
to its acquisition of Services, or otherwise arising out of or in connection with this Agreement, other than taxes based
upon AuthQ’s personal property ownership or net income. Unless expressly specified otherwise in any Sales Order,
all Feesfees, rates and estimates exclude Taxes. If Customer has tax-exempt status, Customer will provide written
evidence of such status with its purchase orders or upon request by AuthO.

4.5:4.4. Withholding. If Customer is located outside the U.S.A., and is required to withhold taxes imposed
upon AuthO for any payment under this Agreement by virtue of the statutes, laws, codes or governmental
regulations of a country in which any Subscription Services are delivered or obtained, then such payments will be
made by Customer on behalf of AuthO by deducting them from the payment then due AuthO and remitting such
taxes to the proper authorities on a timely basis, and the payments provided for under this Agreement will be
adjusted upwards appropriately so that AuthO actually receives the full amount of the fees set forth in the applicable
Sales Order. Customer will provide AuthO with official documentation or tax receipts on such withholdings
supporting such taxes and such payments as may be required by AuthO for its tax records as soon as reasonably
possible following payment to the applicable tax authority, and in any event no later than when required by
applicable law.

5. Warranties
5.1. Warranties. AuthO warrants to Customer that:

5.1.1.  Performance Warranty. During the Subscription Term, the AuthO Platform, in the form provided
by AuthO, will conform in all material respects to its applicable specifications set forth in the Documentation.

5.1.2. Viruses. AuthO will use commercially reasonable efforts, using applicable current industry
practices, to ensure that the AuthO Platform, in the form provided by AuthO to Customer under this Agreement,
contains no computer virus, Trojan horse, worm or other similar malicious code.

5.1.3.  Support Program. AuthO will provide the Support Program in a good, professional and workmanlike
manner, consistent with applicable industry standards.

5.1.4. Infringement. AuthQ’s provision to Customer of the Subscription Services does not infringe any
third party patent existing under the laws of the United States, Canada, any member state of the European Economic
Area, the United Kingdom, Australia, New Zealand, Singapore, Brazil, South Korea, India or Japan, or infringe any
third party copyright, trademark or service mark, or result from misappropriation by AuthO of any third party’s trade
secrets (collectively, an “Auth0 Infringement”).
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5.1.5. Compliance with Law. The Services, in the form provided or made available by AuthO, will comply
with all laws applicable to Auth0- and its provision of Services.

5.2. Performance Remedy. If the AuthO Platform fails to conform to the warranty set forth in Section 5.1.1 and
Customer provides written notice of the non-conformance to AuthO within the applicable Subscription Term then,
as Customer’s exclusive remedy and AuthQ’s sole obligation: AuthO will either repair or, at its option, replace the
non-conforming AuthO Platform or, if AuthO is unable to correct the non-conformance within 30 days of receipt of
such written notice from Customer, Customer may terminate the applicable Subscription Services, and AuthO will
refund to Customer a pro-rata amount of any Subscription Services fees prepaid to AuthO and applicable to the
unutilized portion of the Subscription Term for the terminated Subscription Services.

5.3. Infringement Remedy. Customer’s sole and exclusive remedy for any non-conformance with the warranty
in Section 5.1.4 above will be Customer’s defense and indemnification rights under Section 9.1 below, and
Customer’s termination rights under Section 8.2 below.

5.4. Bugs and Abatement; Scope. Without limiting the express warranties in this Section 5 or any express

warranties specified in the Additional Terms of Service, AuthO does not warrant that the AuthO Platform or Services
are completely free from all bugs, errors, or omissions, or will ensure complete security. The warranties in Sections
5.1.1 and 5.1.3 do not apply to any Free Trial, or to any AuthO Supplemental Materials. Supplemental Materials
developed created or prowded by third partles are made available AS IS, without warranty of any k|nd Fhe

The warranties in this Agreement are for the sole benefit of Customer, and may not be extended to any other person
or entity.

5.5. Disclaimer Of Implied Warranties. AuthONeither party makes neany representation or warranty in
connection with the Services, except as expressly warranted in this Agreement or the Additional Terms of Service.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, EXCEPT AS SPECIFICALLY WARRANTED IN THIS SECTION
5 OR THE ADDITIONAL TERMS OF SERVICE, EACH PARTY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ANY IMPLIED WARRANTY OF
NON-INFRINGEMENT OR IMPLIED OBLIGATION TO INDEMNIFY FOR INFRINGEMENT, ANY IMPLIED WARRANTY
ARISING FROM COURSE OF PERFORMANCE, COURSE OF DEALING, OR USAGE OF TRADE, AND ANY STATUTORY
REMEDY.

6. Confidential Information

6.1. Restrictions on use and Disclosure. Neither AuthO nor Customer will disclose to any third party any
information provided by the other party pursuant to or in connection with this Agreement that the disclosing party
identifies as being proprietary or confidential or that, by the nature of the circumstances surrounding the
disclosure, ought in good faith to be treated as proprietary or confidential (such information, “Confidential
Information”), and will make no use of such Confidential Information, except under and in accordance with this
Agreement. The receiving party will take reasonable precautions (using no less than a reasonable standard of care)
to protect the disclosing party’s Confidential Information from unauthorized access or use. Each party may disclose
Confidential Information to its Affiliates and service providers, and its Affiliates and service providers may use such
information, in each case solely for purposes of this Agreement. Each party will be liable for any breach of its
obligations under this Section 6 that is caused by an act, error or omission of any such Affiliate or service provider.
Confidential Information includes information disclosed by the disclosing party with permission from a third party,
and combinations of or with publicly known information where the nature of the combination is not publicly known.
AuthQ’s Confidential Information includes information regarding AuthO Platform, AuthQ’s processes, methods,
techniques and know-how relating to identity management, user authentication or user authorization,
Documentation, road-maps, pricing, marketing and business plans, financial information, information security
information, AuthQ’s SOC-2-statementsand-similarirdependentthirdpartylSMS Standards (defined in Section 7.4

below) certifications, and Personal trfermatienData of AuthO personnel. Customer’s Confidential Information
includes its proprietary workflows and processes, systems architecture, marketing and business plans, financial
information, information security information, information pertaining to Customer’s other suppliers, infermation

perRinine—te—Customaers—sast—eurreniand  sressechive—cusiomers—achadiag—Personal lafermatien;
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Customer’s personnel. This Section 6 does not apply to AuthQ’s obligations regarding use and protection of
Customer Data-; those obligations are specified in Section 7 (Data Protection).

6.2. Exclusions. Except with respect to Personal tafermatienData, Confidential Information does not include
information that the receiving party can establish: (i) has entered the public domain without the receiving party’s
breach of any obligation owed to the disclosing party; (ii) has been rightfully received by the receiving party from a
third party without confidentiality restrictions; (iii) is known to the receiving party without any restriction as to use
or disclosure prior to first receipt by the receiving party from the disclosing party; or (iv) has been independently
developed by the receiving party without use of or reference to the disclosing party’s Confidential Information.

6.3. Disclosure Required By Law. If any applicable law, regulation or judicial or administrative order requires the
receiving party to disclose any of the disclosing party’s Confidential Information er—Persenaltnfermation—(a
“Disclosure Order”) then, unless otherwise required by the Disclosure Order, the receiving party will promptly notify
the disclosing party in writing prior to making any such disclosure, in order to facilitate the disclosing party’s efforts
to protect its Confidential Information-erPersenanfermation-. Following such notification, the receiving party will
cooperate with the disclosing party, at the disclosing party’s reasonable expense, in seeking and obtaining protection
for the disclosing party’s Confidential Information-erPersenattnfermation..

6.4. Independent Development. The terms of confidentiality under this Agreement will not limit either party’s

right to independently develop or acquire products, software or services without use of or reference to the other
party’s Confidential Information.

7. Data Protection

7.1. Regulatory Issues.

7.1.1.  Personal tafermetionData — Compliance with Applicable Law. Customer may select the Personal
tnfermatienData it elects to preeessinput into and Process using the AuthO Platform in its sole discretion; AuthO has
no control over the nature, scope, -or origin of, or the means by which Customer acquires, Personal trfermation
proeessedData Processed by the Subscription Services. Subject to the Customer Legal Basis Assurance (defined in

Section 6-5-abeve;7.1.4 below), AuthO will comply, and will ensure that its empleyeesand-subesntracterspersonnel
comply-{te-the-extentsuch-subeontractorsprocessPersonabnformation);, with the requirements of state, federal

and national privacy laws and regulations governing Customer Personal fafermatienData in AuthQ’s possession or

under |ts control and appllcable to AuthO's prowsmn of Services. eustemeHnay—net—use—the—AuthG—P-latﬁeFm—te

GustemeHs—seM-y—Fespm%rb#e—ﬁeHﬂCustomer is soIer respon5|b|e for ensuring that it complles W|th any Iegal

regulatory or 5|m|Iar restrlctlons appllcable to the types of data Customer elects to preeessProcess with the Auth0

7.1.2.  EU-US Privacy Shield Program. AuthO is certified under the EU-US Privacy Shield Program and will
maintain such certification during the currency of the program or the Subscription Term, whichever is shorter. Auth0
will notify Customer if AuthO no longer meets the certification requirements.

7.1.3. ePHI. If Customer is subject to US healthcare data protection laws (e.g., HIPAA), Customer may not
use the AuthO Platform to preeessProcess “electronic Protected Health Information” unless the applicable Sales
Order specifies that it intends to do so.

7.1.4.

f—unetrenaJﬁyData Consents. Customer is solely respon5|ble for obtaining, and represents and covenants that it has

obtained or will obtain prior to Processing by AuthO, all necessary consents, licenses and approvals for the
Processing, or otherwise has a valid legal basis under EU Data Protection Laws for the Processing of, any Personal
Data provided by Customer or its Users as part of the Services (the “Customer Legal Basis Assurance”).
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7.1.5.  Requlator Inquiries and Court Orders. If any regulator, or any subpoena, warrant or other court or
administrative order, requires AuthO to disclose or provide Customer Data to a regulator or to any third party, or to
respond to inquiries concerning the Processing of Customer Data, AuthO will promptly notify Customer, unless
prohibited by applicable law. Following such notification, AuthO will reasonably cooperate with Customer in its
response, except to the extent otherwise required by applicable law.

7.2. Instructions. AuthO will Process Customer Data only as necessary to provide the Services, and in accordance
with Customer’s written instructions. This Agreement, and Customer’s use of the AuthO Platform’s features and
functionality, are Customer’s instructions to AuthQO in relation to the Processing of Customer Data.

F3+4—Information —Eustermer—is—selely—respeonsible—forits—data—retention—obligations—with—respectt

727.3. Security—Pregram. AuthO will implement and maintain,—and—wilreguire—itssubeontractors—te
implementand-maintain; commercially reasonable technical and organizational security measures designed to meet
the following objectives: (i) ensure the security and confidentiality of Customer Data in the custody and under the
control of AuthO; (ii) protect against any anticipated threats or hazards to the security or integrity of such Customer
Data; (iii) protect against unauthorized access to or use of such Customer Data; and (iv) ensure that AuthQ’s return
or disposal of such Customer Data is performed in a manner consistent with Auth0Q’s obligations under items (i)-(iwiii)
above. Customer acknrewledgesandagreesthatitis commereialhyreasenablesolely responsible for consequences of
Customer’s decision not to adopt updates or best practices that AuthO te—rely—upen-theseecurityprocesses—and
measures-utilized-by-Auth0'scloud-infrastructure previders—makes available to Customer.

73-7.4. CertificationAudits and {aformationReguests-Security Assessments. AuthO is and will remain in
compliance with its SOC-2 statement ersimilarindependenthyaudited—eentrelsand the ISO 27001 and 1SO 27018
standards (collectively, “ISMS Standards”), throughout the Subscription Term. AuthO will cause its SO€2—or
simitarindependent ISMS Standards certification auditors to verify the adequacy of the controls that Auth0 applies
to the Subscription Services at least annually. AuthO will provide Customer with copies of its eritsserviceproviders:
SOC2-ersimilarISMIS Standards certifications applicable to Auth0Q’s provision of Subscription Services, ifany-upon
request by Customer. Such—copies—and-certifications—are-AuthO-ConfidentiaHnformation—Auth0 will_in addition
provide such information regarding its information security systems, policies and procedures as Customer may
reasonably request relating to Customer’s due diligence and over5|ght obllgatlons under appllcable Iaws and
regulatlons i 2 g

7.5. Data Export, Retention, Deletion and Return. Customer may export Customer Data from the AuthO Platform
at any time during the Subscription Term, using the AuthO Platform’s then existing features and functionality, at no
additional charge. Customer is solely responsible for its data retention obligations with respect to Customer Data.
Customer may delete Customer Data on its Tenants at any time. AuthO will delete Customer’s Tenants (and any data
remaining on such Tenants) within 30 days of termination or expiration of the Subscription Term, and other
Customer Data retained by AuthO (if any). AuthO is not obligated to delete copies of Customer Data retained in
automated backup copies generated by AuthO, which AuthO will retain for up to 14 months from their creation. Such
backup copies will remain subject to this Agreement until the copy, or the Customer Data in the copy, is destroyed.
AuthQ’s obligations to return Customer Data upon termination of a Subscription Term may be fulfilled by permitting
Customer to export Customer Data as specified above.
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7.6. Sub-Processors. Customer consents to AuthQ’s use of sub-processors to provide aspects of the Subscription
Services, and to AuthQ’s disclosure and provision of Customer Data to those sub-processors. AuthO publishes a list
of its then-current sub-processors at https://authO.com/legal (“Sub-Processor List”). AuthO will require its sub-
processors to comply with terms that are substantially no less protective of Customer Data than those imposed on
AuthO in this Agreement (to the extent applicable to the services provided by the sub-processor). AuthO will be liable
for any breach of its obligations under this Agreement that is caused by an act, error or omission of a sub-processor.
AuthO may authorize new sub-processors by provision of not less than 30 days’ prior written notice to Customer,
and by updating the Sub-Processor List. If Customer objects to the authorization of any future sub-processor on
reasonable data protection grounds within 30 days of notification of the proposed authorization, and if AuthO is
unable to provide an alternative or workaround to avoid Processing of Customer Data by the objected to sub-
processor within a reasonable period of time, not to exceed 30 days from receipt of the objection, then, at any time
within 30 days of expiration of such 30 days period, Customer may elect to terminate the affected Sales Order(s)
without penalty, by notice to AuthO to that effect. If Customer terminates a Sales Order in accordance with the
foregoing, then AuthO will refund to Customer a pro-rata amount of any affected Subscription Services fees prepaid
to AuthO and applicable to the unutilized portion of the Subscription Term for terminated Subscription Services.

7.7. Access by AuthO Personnel. AuthO will ensure that its personnel access Personal Data only when authorized
by AuthO, and in accordance with AuthQ’s applicable controls. Access is typically required only in connection with
Auth0’s provision of the Support Program, and then only when necessary to resolve an issue. AuthO will ensure that
its personnel are subject to obligations of confidentiality with respect to Customer Data. AuthO will not permit its
personnel to access Customer Data unless they have passed a criminal and employment background check.

7.8. User Requests. If any User requests AuthO to provide them with information relating to Processing of their
Personal Data, or to make changes to their Personal Data, then AuthO will promptly notify Customer of the request,
unless otherwise required by applicable law. Customer may make changes to User data using the features and
functionality of the AuthO Platform. AuthO will not make changes to User data except as agreed in writing with
Customer.

74-7.9. Breach Notification. AuthO will notify Customer of any breach of security leading to the accidental
or unlawful destruction, loss, alteration, unauthorized aceesste-erunautherizedusetess-oerdisclosure of, or access
to Customer Data withinin AuthO’s eustedy—andpossession or under its control (a “Security Breach”) within 7248
hours of Auth0’s confirmation of the nature and extent of the same or when required by applicable law, whichever
is earlier. Each party will reasonably cooperate with the other with respect to the investigation and resolution of any
Security Breach:_including, in the case of AuthO, prompt provision of the following, to the extent then known to
AuthO: (i) the possible cause and consequences of the Security Breach; (ii) the categories of Personal Data involved;
(iii) a summary of the possible consequences for the relevant Users; (iv) a summary of the unauthorized recipients
of the Customer Data; and (v) the measures taken by AuthO to mitigate any damage. Upon confirmation of any
vulnerability or breach of AuthQ’s security affecting Customer Data in AuthQ’s custody and control, AuthO will modify
its processes and security program as necessary to mitigate the effects of the vulnerability or breach upon such
Customer Data. Insofar as the Security Breach relates to Customer, and except to the extent required otherwise by

appllcable Iaw Customer will have approval rlghts on notlfymg |ts Users and any thlrd-pa%ty-Fegqua%er—aat-hemy-ef

heu%s—ef—een#wmaﬂen—ef—t—he—same— party regulatory authorlty of the Securlty Breach. AII securlty breach or securlty
compromise notifications will be via the AuthO Platform dashboard or account center, and via email to the persons
designated by Customer to receive notices in the AuthO Platform dashboard or account center.

#5-7.10.

OrderTerritorial Restrictions. Auth0 may—pFeeesstI Process Customer Data within the AWS regions
designatedselected by Customer upon creation of the applicable Tenant. In addition, some processing of Customer

Data will occur on infrastructure located in the Sales-Order—andat-AuthO’'sfacilities-inany-memberstateof the
European Union (currently Germany-ard, with failover to the Republic of Ireland). Dashboard data are-egdata-may

be preecessedviewed (but not stored) in the United States. AuthO personnel may access Customer Data from any
location for purposes of providing Support Services—AuthO-willnetpermitits personneltoaececessCustomerData
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-Program (subject to the restrictions

described in Section 7.7 above).

8. Term; Termination of Sales Orders

8.1. General. This Agreement will commence on the Effective Date and will continue in effect until terminated
in accordance with Section 8.2 or 8.3 below.

8.2. Termination On Breach. In the event of a material breach of the Agreement by either party, the non-
breaching party may terminate the Agreement or any Sales Order affected by the breach by giving the breaching
party written notice of the breach and the non-breaching party’s intention to terminate. If the breach has not been
cured within the period ending 30 days after such notice, and if the non-breaching party provides written notice of
termination to the breaching party (“Termination Notice”), then this Agreement or any such Sales Order will
terminate within the time period specified in the Termination Notice. Notwithstanding the foregoing, Customer’s
failure to pay any overdue fees and expenses within 30 days of AuthO notifying Customer of the overdue payment
will constitute a material breach of this Agreement. If Customer has not cured a material breach within the applicable
cure period, then AuthO may, on not less than 5 business days’ prior written notice to Customer, in its sole discretion,
and without prejudice to its other rights following material breach and failure to cure, until such breach has been
cured in full, suspend performance of some or all of AuthQ’s obligations to provide Services under this Agreement.
If Customer terminates this Agreement or any Sales Order for breach in accordance with this Section 8.2, then AuthO
will refund to Customer a pro-rata amount of any affected Subscription Services fees prepaid to AuthO and applicable
to the unutilized portion of the Subscription Term for terminated Subscription Services, and any affected unutilized
Professional Services fees prepaid to AuthO.

8.3. Termination for Convenience. The parties acknowledge and agree that each Subscription Term is priced as
a minimum term, and may not be terminated for convenience. Customer may terminate any Professional Services
for convenience at any time, upon not less than 30 days’ prior notice to AuthQ. Either party may terminate a Free
Trial at any time, for any reason, effective upon delivery of notice to that effect. Subject to the foregoing, AuthO may
not terminate any Services for convenience.

8-4--Subscription Term and Renewal.

8.4. Ferm- Each subscription term for Subscription Services will commence on the Subscription Start Date, and
will continue for the period specified in the Sales Order or, if not so specified, one year (an “Initial Term”). Upon
expiration of the Initial Term the parties may renew the Subscription Services term for successive periods of at least
one year each (each, a “Renewal Term”) at such rates as may be mutually agreed in writing between them. Auth0
will provide SubseriberCustomer with notice of its proposed fees for renewal at least two months prior to the
expiration of the then-current term. The Initial Term and each Renewal Term are individually referred to in these
Terms as the “Subscription Term”.

8:6-8.5. Fulfillment of Obligations on Termination. Except as otherwise specified in this Agreement or any
Additional Terms of Service, termination of the Agreement or of any Services will not entitle Customer to any refund
of or relief from payment of any Services fees paid or payable under this Agreement.

8-7.8.6. Post Termination Obligations. Following any termination of the Agreement or any Sales Order,

each party will, within 30 days of such termination, (i) immediately cease use of any Confidential Information of the
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other communicated for the purposes of this Agreement or such Sales Order, and (ii) return or destroy (and certify
destruction of) all copies of any Confidential Information of the other party disclosed under the Agreement or such
Sales Order within 30 days of such termination, subject to Seetien73+4-and-each party’s customary backup and
archival processes.

8-8:8.7. Suspension—AuthO-may-suspend-Customersorany-Ysersright — Critical Threats. If AuthO, acting
reasonably in the circumstances then known to aceess-eruse-any-portionofthe SubseriptionServicesorto-connect
the-AuthO-Platferm-to-Customer Third-Party-Applicationsi-Auth8-AuthO, determines that Customer’s or any of its
Users’ use of the Subscription Services,-er-CusteomerTFhird-Parby-Applications or of any Identity Provider poses an
|mm|nent threat to (|) pese—athe securlty r—nsk—te—or mtegrltv of any Customer Data or the SubseriptionServicesorany
data of any other AuthO customer,

eireumstances;-or (ii) the avallabllltv of the AuthO PIatform to Customer or any other AuthO customer (collectively, a

“Critical Threat”), then AuthO will immediately attempt to contact Customer to resolve the Critical Threat. If AuthO
is unable to immediately contact Customer, or if AuthO contacts Customer but Customer is unable to immediately
remediate the Critical Threat, then AuthO may suspend Customer’s and tereinstatethe SubseriptionServicesassoon
asreasenably-practicablefollowingecorrectionofits Users’ use of the AuthO Platform until the issueCritical Threat is
resolved and AuthO is able to restore the Subscription Services for Customer.

8:9.8.8. Survival. The provisions of Sections 1, 3.3-3.4, 4.3-4.4, 466, 7, 8.5-8.98, 9-11 and 14 of this
Agreement will survive any termination or expiration of this Agreement.

9. Indemnification
9.1. AuthQ’s Infringement Indemnification.

9.1.1. Defense and Indemnity. If any third party makes any claim against Customer that-i{f-true~would
eonstitute alleges an AuthO Infringement (defined in Section 5.1.4) then, upon notification of such claim, Auth0 will,
at its sole cost and expense, defend Customer against such claim and any related proceeding brought by such third
party against Customer, and indemnify Customer from and against all damages, fines and penalties finally awarded
against Customer or agreed to be paid by Customer in a written settlement approved in writing by AuthO, and
resulting from the AuthO Infringement. Auth0Q’s obligations under this Section 9.1.1 are subject to Customer’s
compliance with the “Indemnification Conditions” (defined below).

“Indemnification Conditions” means the following conditions with which a party must comply in order to
be entitled to defense or indemnification under the Agreement by the other party: (i) the indemnified party notifies
the indemnifying party in writing of any claim that might be the subject of indemnification promptly after any
executive officer of the indemnified party or member of the indemnified party’s legal department first knows of the
claim, provided, however, that no failure to so notify an indemnifying party will relieve the indemnifying party of its
obligations under this Agreement except to the extent that such failure materially prejudices defense of the claim,
and except to the extent of damages incurred by the indemnifying party as a result of the delay; (ii) the indemnifying
party is given primary control over the defense and settlement of the claim (subject to the foregoing, the indemnified
party may nonetheless participate in the defense at its sole cost and expense); (iii) the indemnified party makes no
admission of liability (except as required by applicable law) nor enters into any settlement without the indemnifying
party’s prior written agreement (not to be unreasonably withheld); (iv) the indemnified party provides such
assistance in defense of the proceedlng as the |ndemn|fy|ng party may reasonably request at the |ndemn|fy|ng
party’s reasonable expense;

m—eenneetren—wrth—t—he—preeeedmg—and—(—w nd 1 ) the |ndemn|f|ed party uses aII commerually reasonable efforts to

mitigate its losses.

9.1.2.  AuthQO’s Mitigation Rights. If any Subscription Services become (or in Auth0Q’s opinion are likely to
become) the subject of any infringement or misappropriation claim, AuthO may, and if Customer’s use of the
Subscription Services is enjoined, AuthO must, at its sole expense, either: (i) procure for Customer the right to
continue using the relevant Subscription Services; (ii) replace or modify the relevant Subscription Services in a
functionally equivalent manner so that they no longer infringe; or (iii) terminate the applicable Sales Order or
Customer’s rights to use affected Subscription Services, and refund to Customer a pro-rata amount of any
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subscription fees prepaid to AuthO and applicable to the unutilized portion of the Subscription Term for the
terminated Subscription Services.

9.1.3.  Exclusions. Notwithstanding the foregoing, AuthO will have no obligation with respect to any
infringement or misappropriation claim to the extent based upon (i) any use of the Subscription Services not in
accordance with their applicable license rights, (ii) the combination of the Subscription Services with other products,
equipment, software, services or data not supplled by AuthO where the |nfr|ngement would not have occurred but
for such combination, i i

thewe*press—d#eeﬁen—ee(—w—)—any—@ustemer—M&teﬂa%or (||| any Customer Data.
9.2. Customer’s nfringementConsent Indemnification.

9.2.1. Defense and Indemnlty manﬁmm—partwnake&mw—elmm—agmns%Autthhat—AuthG—Hﬁ&eﬁany

Hg-ht-s—(-eeHeet-wel-y—a—Gustemer—m#mgememi)lf any th|rd partv makes any claim agalnst AuthO that alleges a hon-

conformance with the Customer Legal Basis Assurance (defined in Section 7.1.4) then, upon notification of such
claim, Customer will, at its sole cost and expense, defend AuthO against such claim and any related proceeding or
investigation brought by such third party against €ustemerAuthO, and Customer will indemnify AuthO from and
against all damages, fines and penalties finally awarded against AuthO or agreed to be paid by AuthO in a written
settlement approved in writing by Customer, and resulting from the Custemertnfringementnon-conformance.
Customer’s obligations under this Section 9.2.1 are subject to AuthO’s compliance with the Indemnification
Conditions.

9.2.2.  Mitigation Rights. If previsienef-Customer MateHaJrsData is, orin Customer s reasonable oplnlon
is likely to become, the subject of a claim of infri
any-thirdpartynon-conformance with the Customer Legal Basis Assurance, then Customer will have the rlght to (i)
procure the rights necessary for Customer and AuthO to continue to prevideCustemers—MaterialsProcess the
affected Customer Data; (ii) replaee—eemodlfy the Customer MatenaJs—m—a—MnetrenaJW—eq&waJem—mannerData o)
that theythere is no longer infringe;
cerarrarsatlrensenableternse conformance or (|||)termmate—Aut-h9—s+rght5—te—use+he—GustemeeMateﬂa+s
{irwhich-case-Autho’s-ebligations-teperformdelete or otherwise remove the Services-willbereduced-to-the-extent
that-AuthO-requiredthenon-conforming Customer Materialsto-perform—andany-such-termination-will-betreated
as-a-terminationforconvenience-by-CustemeryData from the AuthO Platform.

9:2.3—Fxclusions. Notwithstanding the foregoing, Customer will have no obligation under this Section-9.2

or otherwise with respect to any infringement-ermisapprepriation-claim of non-conformance with the Customer
Legal Basis Assurance to the extent based upon {i}anyuseAuthO’s Processing of the affected Customer Materials

netData other than in accordance with th|s Agreement—&nd—the*apph&abm%ense—ngms—ne&ﬁed—b%ustemeﬁe
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10. Limitations and Exclusions of Liability
10.1. Exclusion of Certain Claims. SUBJECT TO SECTION 10.3, IN NO EVENT WILL EITHER PARTY BE LIABLE TO

THE OTHER PARTY OR TO ANY THIRD PARTY FOR ANY CONSEQUENTIAL, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE
OR EXEMPLARY DAMAGES, WHETHER FORESEEABLE OR UNFORESEEABLE-{NCEUBING-ANY-BAMAGES FORLOSS-OF
BATA-GOOBWALLREVENUE-OR-PROFFS);, EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, ARISING OUT OF (i) THE PERFORMANCE OR NON-PERFORMANCE OF THIS AGREEMENT OR ANY RELATED
AGREEMENT, OR ANY SOFTWARE, PRODUCTS OR SERVICES PROVIDED HEREUNDER, OR (ii) ANY CLAIM, CAUSE OF
ACTION, BREACH OF CONTRACT OR ANY EXPRESS OR IMPLIED WARRANTY, UNDER THIS AGREEMENT, ANY RELATED
AGREEMENT OR OTHERWISE, MISREPRESENTATION, NEGLIGENCE, STRICT LIABILITY, OR OTHER TORT.

10.2. Limitation of Liability. Subject to Section 10.3, neither party’s maximum aggregate liability arising out of
this Agreement or any related agreement will in any event exceed the fees paid to AuthO under the Sales Order
giving rise to the claim during the 12 month period immediately preceding the aggrieved party’s first assertion of
any claim against the other, regardless of whether any action or claim is based in contract, misrepresentation,
warranty, indemnity, negligence, strict liability or other tort or otherwise.

10.3. Exceptions. Sections 10.1 and 10.2 do not apply to either party’s (i) willful misconduct or gross negligence,
(ii) infringement or misappropriation of any of the other’s Intellectual Property Rights, or (iii) liability or loss which
may not be limited by applicable law. Any amounts payable by an indemnified party to a third party pursuant to a
judgment or to a settlement agreement approved in writing by an indemnifying party, liability for which falls within
the indemnifying party’s indemnification obligations under this Agreement, and all fees payable by Customer under
this Agreement, will be deemed direct damages for purposes of this Section 10. Section 10.2 does not apply to (i)
each party’s defense and indemnification obligations, (ii) Customer’s obligations to pay fees and expenses when due
and payable under this Agreement, nor (iii) either party’s obligations under Section 6 (Confidential Information) or
Section 7 (Data Protection), provided, however, that except to the extent of willful misconduct or gross negligence
of Auth0, AuthO’s maximum aggregate liability under Section 7 will not exceed two times (2X) the fees paid by
Customer to AuthO under the affected Sales Order in the 12 month period immediately preceding Customer’s first
assertion of its claim.

10.4. Free Trial. With respect to any Free Trial, AuthO’s aggregate liability will in no event exceed one hundred
US dollars, regardless of any theory of liability, and notwithstanding any provision of this Agreement to the contrary,
including Sections 10.1-10.3.

10.5. General. EustemerEach party agrees that these exclusions and limitations apply even if the remedies are
insufficient to cover all of the losses or damages of Custemereorits-Affiliatessuch party, or fail of their essential
purpose and that without these limitations the fees for the Services would be significantly higher. Neither party may
commence any action or proceeding under this Agreement more than two years after the occurrence of the
applicable cause of action.

11. Dispute Resolution

11.1. Governing Law and Venue This Agreement will be governed by and interpreted in accordance with the
internal laws of the Sts yv-states or countries specified in the
hw&e#h&%&&%%—bﬁhe—u%&nﬂ%#&eﬁﬂ%&%edétﬁe&m@%hﬁsetable below, without regard to {}
conflicts of laws principles;. In the event of any controversy or claim arising out of or relating to this Agreement, or
its breach or interpretation, the parties will submit to the exclusive jurisdiction of and {ivenue in the applicability
#-anmyapplicable courts or arbitration bodies specified in the table below. Each party waives all defenses of the
United—Nations—Convention—on—Contracts—for—theInternational-Salelack of Geedspersonal jurisdiction and
inconvenient forum.
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If the Customer’s address in the Sales
Order is in:

The governing law is that of:

The courts or arbitration bodies having

exclusive jurisdiction are:

The USA, Mexico, or any country in Central

Washington, USA, and controlling United

Courts located in Seattle, Washington, USA

or South America or the Caribbean

States federal law

Canada

Ontario, Canada, and controlling Canadian

Courts located in Toronto, Ontario, Canada

federal law

region, other than Australia or New

Zealand

Any country in Europe, the Middle East, or | England Courts located in London, England
Africa
Any country located in Asia or the Pacific | England Arbitration in Singapore in accordance with

the Arbitration Rules of the Singapore
International Arbitration Centre then in

force, which rules are incorporated by
reference in this clause.?

Courts located in Sydney, New South

Wales, Australia

Australia or New Zealand New South Wales, Australia

Note 1: The Tribunal will consist of one independent, disinterested arbitrator. The language of the arbitration will be English. The
determination of the arbitrator will be final, conclusive and binding. Judgment upon the award rendered may be entered in any court of

any state or country having jurisdiction.

41.3:11.2.  Legal Expenses. If any proceeding is brought by either party to enforce or interpret any term or
provision of this Agreement, the substantially prevailing party in such proceeding will be entitled to recover, in
addition to all other relief arising out of this Agreement, sueh-partysits reasonable attorneys' and other experts'
(including without limitation accountants) fees and expenses.

12. Additional Terms of Service

The following additional terms and conditions (“Additional Terms of Service”) apply to Customer’s use of the
Services, and are incorporated into this Agreement by this reference. The Additional Terms of Service are published
at https://www.authO.com/legal :

. Support Program (does not apply to Free Trials)

. Service Levels (do not apply to Free Trials)

. Acceptable Use Policy

. Professional Services Terms (apply only if the Sales Order specifies that Auth0 is to provide Professional Services)

ffication Roli ) ieckin the-Sales.Order)

13. Purchase Through Channel Partners

13.1. Applicability. This seetienSection 13 only applies to Customers purchasing Services through a Channel
Partner. If Customer is uncertain as to the applicability of this section to its purchase of Services, Customer should
contact AuthO for further information.

13.2. Channel Partners. If Customer acquired the Services from a Channel Partner, then this Agreement is not
exclusive of any rights Customer obtains under the Channel Partner Sale Agreement; however, if there is any conflict
between the provisions of this Agreement and the Channel Partner Sale Agreement, then the provisions of this
Agreement prevail. If a Channel Partner has granted Customer any rights that AuthO does not also directly grant to
Customer in this Agreement, or that conflict with this Agreement, then Customer’s sole recourse with respect to
such rights is against the Channel Partner.

13.3. Term and Renewal. If Customer ordered the Services through a Channel Partner, then Section 8.4 is
inapplicable, and the Subscription Term will begin on the Subscription Start Date and, subject to the remainder of
Section 8, it will expire, renew and terminate in accordance with the terms of the Channel Partner Sale Agreement.

13.4. Fees and Payment. If Customer ordered the Services through a Channel Partner, then the provisions of
Section 4-3-4-5 do not apply to Customer, and Customer’s billing and payment rights and obligations are governed
by the Channel Partner Sale Agreement. However, if the Channel Partner from whom Customer purchased the
Services fails to pay AuthO any amounts due in connection with Customer’s use of the Services, then AuthO may
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suspend Customer’s rights to use the Services without liability, upon notice to Customer. Customer agrees that
Customer’s remedy in the event of such suspension is solely against the Channel Partner.

14. Miscellaneous Provisions

14.1. Affiliates. This Agreement set forth the general terms and conditions under which AuthO will provide
Services to Customer and its Affiliates. Sales Orders may be entered into under this Agreement by either the entity
designated above as “Customer” or any of Customer’s Affiliates. The entity that executes a Sales Order in the position
of services recipient will be considered the “Customer” for all purposes of the Sales Order; and the Sales Order will
be considered a two party agreement between AuthO and such “Customer” under this Agreement.

14.2. Publicity; References. Unless otherwise specified in the applicable Sales Order, AuthO may refer to
Customer as one of AuthQ’s customers and use Customer’s logo as part of such reference, provided that AuthO
complies with any trademark usage requirements notified to it by Customer. With Customer’s prior written approval,
including if so specified in the applicable Sales Order, (i) AuthO may either (a) issue a press release announcing the
relationship between Auth0 and Customer, or (b) submit a joint press release to Customer for Customer’s approval,
such approval not to be unreasonably withheld or delayed; and (ii) Customer will be a reference account for AuthO,
provided, however, that AuthO will provide Customer with reasonable notice and obtain Customer’s consent before
scheduling any reference calls or site visits.

14.3. Compliance With Laws. Each party will comply with all laws and regulations applicable to it, including U.S.
export control laws. Neither party will have any liability to the other for any non-performance of their obligations
under this Agreement to the extent that the non-performance is mandated by applicable law. Each party represents
and warrants to the other that neither it nor its Affiliates, nor any of its or their users, officers or directors, are
persons, entities or organizations with whom the other party is prohibited from dealing (including provision of
software, products or services) by virtue of any applicable law, regulation, or executive order, including US export
control laws, and names appearing on the U.S. Department of the Treasury’s Office of Foreign Assets Control’s

SpeC|aIIy De5|gnated Natlonals and BIocked Persons List. Aui—h@—may—aeeess—med#y—aﬂd—msel-ese—eus%eme#%—as

14.4. U.S. Government Rights In The Services. AuthO provides the Services for ultimate federal government end
use solely in accordance with the following: Government technical data and software rights related to the Services
include only those rights customarily provided to the public as defined in this Agreement. This customary
commercial license is provided in accordance with FAR 12.211 (Technical Data) and FAR 12.212 (Software) and, for
Department of Defense transactions, DFAR 252.227-7015 (Technical Data — Commercial ltems) and DFAR 227.7202-
3 (Rights in Commercial Computer Software or Computer Software Documentation). If a government agency has a
need for rights not conveyed under these terms, it must negotiate with AuthO to determine if there are acceptable
terms for transferring such rights, and a mutually acceptable written addendum specifically conveying such rights
must be included in any applicable contract or agreement.

14.5. Equitable Relief. Each of Customer and AuthO acknowledges that damages will be an inadequate remedy
if the other violates the terms of this Agreement pertaining to protection of a party’s Intellectual Property Rights,
Confidential Information or Personal trfermatienData. Accordingly, each of them will have the right, in addition to
any other rights each of them may have, to seek in any court of competent jurisdiction, temporary, preliminary and
permanent injunctive relief to restrain any breach, threatened breach, or otherwise to specifically enforce any of
the obligations in this Agreement.

14.6. Business Continuity / Disaster Recovery. During any period in which Customer is subscribed to the
Subscription Services, AuthO will comply with its then current applicable Business Continuity and Disaster Recovery
Plans. AuthO will test such plans at least once a year. AuthO will provide Customer with summaries of such plans and
test results upon written request. AuthO may not modify such plans to provide materially less protection to Customer
without Customer’s prior written consent, which may not be unreasonably conditioned or withheld.

14.7. Force Majeure. If the performance of this Agreement is adversely restricted or if either party is unable to
conform to any warranty or obligation by reason of any Force Majeure Event then, except with respect to obligations
to pay any fees or expenses and to obligations under Section 14.6 above (Business Continuity / Disaster Recovery),
the party affected, upon giving prompt written notice to the other party, will be excused from such performance on
a day-to-day basis to the extent of such restriction (and the other party will likewise be excused from performance
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of its obligations on a day-to-day basis to the extent such party’s obligations relate to the performance so restricted);
provided, however, that the party so affected will use all commercially reasonable efforts to avoid or remove such
causes of non-performance and both parties will proceed whenever such causes are removed or cease. “Force
Majeure Event” means any failure or delay caused by or the result of causes beyond the reasonable control of a
party or its service providers that could not have been avoided or corrected through the exercise of reasonable
diligence, including acts—ef Geod,fire—flood,—hurricane—erothernatural catastrophe, internet access or related
problems beyond the demarcation point of the party’s or its applicable infrastructure provider’s facilities, deniat-of
service—attacks,—state-sponsored malware or state-sponsored cyber-attacks, terrorist actions, laws, orders,
regulations, directions or actions of governmental authorities having jurisdiction over the subject matter hereof, or
any civil or military authority, national emergency, insurrection, riot or war, or other similar occurrence. If a party
fails to perform its obligations as a result of such restriction for a period of more than 30 days, then the other party
may terminate the affected Services without liability.

14.8. Service Enhancement Analysis. Yrless-etherwise-specified-in-the-applicable Sales Order-Auth0 may use
Customer’s and its Users’ Subscription Services usage history—and, statistics {eelectivehy—~and telemetry
(“Enhancement Data”) for AuthQ’s internal analytical purposes related to its provision of Services, including to
improve and enhance the Subscription Services and the AuthO Platform. AuthO may make mformatlon derlved from
its analysis of Enhancement Data publicly available

deesqqet—eeﬁ%am—miwmaﬂen—that—réenaﬁes—eus%eme#%ms—% on an aggregated and anonvm|zed ba5|s

provided that such information does not contain any Personal Data. For the sake of clarity, aggregated and
anonymized data is not Confidential Information of Customer.

14.9. Captions and Headings. The captions and headings are inserted in this Agreement for convenience only,
and will not be deemed to limit or describe the scope or intent of any provision of this Agreement.

14.10. Severability; Invalidity. If any provision of this Agreement is held to be invalid, such invalidity will not
render invalid the remainder of this Agreement or the remainder of which such invalid provision is a part. If any
provision of this Agreement is so broad as to be held unenforceable, such provision will be interpreted to be only so
broad as is enforceable.

14.11. Waiver. No waiver of or with respect to any provision of this Agreement, nor consent by a party to the
breach of or departure from any provision of this Agreement, will in any event be binding on or effective against
such party unless it be in writing and signed by such party, and then such waiver will be effective only in the specific
instance and for the purpose for which given.

14.12. Third Party Beneficiaries. Except as expressly set forth in this Agreement, no provisions of this Agreement
are intended nor will be interpreted to provide or create any third party beneficiary rights or any other rights of any
kind in any other party. If the law governing this Agreement is English law, then a person who is not a party to this
Agreement will not have any rights under the Contracts (Rights of Third Parties) Act 1999) to enforce any term of
this Agreement. Notwithstanding the foregoing, Auth0Q’s suppliers of products and services delivered hereunder will
enjoy the same disclaimers of warranty, limitations on liability and similar exculpatory provisions with respect to
such products and services as does AuthQ.

14.13. Assignment. Neither party may assign any of its rights or obligations under this Agreement without the
prior written consent of the other, which will not be unreasonably withheld, provided, however that, subject to any
restrictions specified in any applicable Sales Order, either party may assign all, but not some of its rights and
obligations under this Agreement to any of its Affiliates, or to any entity into or with which it is merged, or that
acquires all or substantially all of its assets, upon notice to the other party, but without requiring consent. Subject
to the foregoing restriction on assignment, this Agreement will be binding upon, inure to the benefit of and be
enforceable by the parties and their respective successors and assigns.

14.14. Notices. AuthO will provide Customer with notices that affect Auth0’s customers generally (e.g., notices
that relate to modifications or updates to, or the availability or interoperability of the AuthO Platform) via e-mail or
the AuthO Platform dashboard or account center. AuthO will provide Customer with any legal notices by pre-paid
first class mail, air courier or e-mail to the mailing or e-mail address Customer provided AuthO on the applicable
Sales Order, or during Customer’s registration for the Services, or to a substitute, updated mailing or e-mail address
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that Customer has provided to AuthO for these purposes. Customer is responsible for keeping its mailing and e-mail
address current with AuthO. Except as otherwise specified in this Agreement, all notices to be given to AuthO under
this Agreement must be in writing and sent to-Auth8’s USA-headguartersby email to legal@auth0.com, or by prepaid
first class mail or air courier at the address specified on the first page of this Agreement (or, if none, at
httpstfauthO-comfshttps://authO.com/), or to a substitute, updated address notified by AuthO, marked “Attention:
Legal Department”. Notices sent electronically will be deemed received within 1 business day of dispatch. Notices
sent by prepaid first class mail will be deemed received within 5 business days of dispatch (however, notices sent by
mail to addressees in a different country from that of the sender will be deemed received upon delivery). Notices
sent by air courier, or personally delivered, will be deemed received upon delivery.

14.15. Governing Language. The governing language for this Agreement and its related transactions, for any
notices or other documents transmitted or delivered under this Agreement, and for the negotiation and resolution
of any dispute or other matter between the parties, will be the English language. If there is any conflict between the
provisions of any notice or document and an English version of the notice or document (including this Agreement),
the provisions of the English version will prevail. Customer waives any rights it may have under any law in any state
or country to have the Agreement written in any language other than English. In transactions between the parties,
a decimal point will be indicated by a period, and not by a comma.

14-15.14.16. Entire Agreement; Amendments. This Agreement constitutes and embodies the entire agreement
and understanding between the parties with respect to the subject matter hereof and supersedes all prior or
contemporaneous written, electronic or oral communications, representations, agreements or understandings
between the parties with respect thereto. This Agreement may not be modlfled or amended except by a written
mstrument executed by both parties j i

/o) W|th the exceptlon of the
Addltlonal Terms of Service, any additional, supplementary or conflicting terms supplled by either party (whether in
hard copy or electronic form), including those contained on or within any invoice, purchase order, or standard terms
of purchase, or any click through license agreement or terms of use, are speC|f|caIIy and expressly rejected by each
party.
Seetren—7—w144—prev&+l— In the event of any COhﬂICt between the provisions of this Agreement and any Sales Order the
provisions of this Agreement will prevail.

14-16-14.17. Counterparts. Sales Orders, this Agreement, and any amendments to this Agreement may be
executed in one or more counterparts, which taken together will constitute a single agreement between the parties.
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